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Here is a thing
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Silent Mac update nukes dangerous
webserver installed by Zoom

Fix also requires users to confirm they want to join a Zoom conference.

DAN GOODIN -7/10/2019, 7:50 PM
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Uh oh. Looks like you're using an
ad blocker.

We charge advertisers instead of our audience. Please
whitelist our site to show your support for CNN.com

whitelist us
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"HandBrake" can’t be opened because it is
from an unidentified developer.

Your security preferences allow installation of only
apps from the Mac App Store and identified

developers.
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Chimera

Your device, your way.

All devices, I0S 12 —12.2

Download Chimera 1.2.7 Download ChimeraTV 1.2.6
i0S 12 —12.2 tvOS 12 —12.2

Note: A7 - A11 devices only supported on 12.1.3 - 12.2. All devices supported on 12.0 - 12.1.2
Note: Some 12.3 betas are compatible with Chimera. (Beta 6 is hot compatible)

Chimera
10S12 —121.2




Mozilla Security Blog

Ka3akKCTaHAaFbl
nalaanaHyLLbl1apbIMbI3bl KOPFay

MaycbiM anbiHAa Firefox namngananywbicel Mozilla ybiMbiHa Ka3akcrtaHgarbl Firefox
navanaHyLubliapbliHa 9Cep eTin XaTkaH Kayincisgik maceneci Typasbl xabapnagbl: OHbIH
ManiMmzeyiHwe, KaszakctaHgarbl MHTepHeT npoBagepnepi (ISP) TyTbiHyLLbINAPbIHA YKiIMET
b6epreH Ty6ip cepTUPMKaTTbl 63 KYPbl/IFblIapblHa OPHATY KepekTiriH anTta 6acrajpl.
NHTepHeT npoBangepnepi o3 TyTbiHYLUbl1apbIHA CepTUPUKAT Xeninik bannaHbicka apanacy
YLWiH nanganaHblnatblHAbIFbI TYpanbl anTnagbl. backa nanganaHywibliap MeH 3epTTeyLlinep
Oyn XaFAanabl pactajbl XaHe OHbIH OTbI3 TaHbIMas d1eyMeTTiK Xesli MeH 6ainnaHbIC
CalTbIHA bIKManbl TUAI.

Firefox xaHe 6acka bpay3epnepgeri HTTPS wmnéopnaHraH 6annaHbICTapblHbIH Kayinci3agiri
MeH KYMUANbIFbl 60MbIHLLIA CEHIMAI cemecbVIKaTTay opraHp,apbl (CO) p,omeH Hemece Beb-






Why the thing matters



Relevant laws

Unauthorized use
Breach of contract
Copyright infringement
Defamation

Antitrust

Deceptive trade practices

&e.



Program A = Program B



Program

User



Program A Program B

User



How to think about the thing



Three heuristics

* Bad Programs Are Bad

e Freedom to Tinker

e Click to Agree






- Wana DecryptOr 2.0
Qoops, your files have been encrypted!

What Happened to My Computer?
Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Payment will be raised on

Can I Recover My Files?
672017 00:47:55 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.
Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>.
L I e N i - B S But if you want to decrypt all your files, you need to pay.
- e’ e’ §E ? You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don’t pay in 7 days, you won't be able to recover your files forever.
We will have free events for users who are so poor that they couldn’t pay in 6 months.

Your files will be lost on

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>,

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

ad L Al el T T “JJees

52002017 00:47:55

Time Left

. " LLLAS tem maeer

00000000
o] " thmar e

) ) Send $300 worth of bitcoin to this address:
bitcoin
ACCEPTED HERE

Contact Us



FLEXISPY {) 24/7 +12138103122 B i v

PRODUCTS FEATURES COMPATIBILITY SPYSHOP REVIEWS MORE

The World's Most Powerful Monitoring Software

for Computers, Mobile Phones and Tablets

Know Everything That Happens on A Computer or Smartphone,
No Matter Where You Are

(& Monitor all Android and iPhone digital and audio communications

€
PN € (& Monitor everything that happens on a PC or Mac

& More monitoring features than any other product

My Dad’s not here @ No Hassle Remote Installation Service

fasstine at 10. : (¥ FREE Mobile Viewer App for Android and iPhone
‘ (¥ Used for Parental Control and Employee Monitoring

r* ]

FlexiSPY is monitoring software that you install on your computer or mobile device.
It takes complete control of the device. lettina vou know evervthina, no R,




6 | == http://www.error711971669.com, P ~ C || == error711971669.com % | © LogMeln123.com - Remote Su... 1

L.\ WARNING!

"S O LogMeln

e oampeme s .o O MIPUTER MAY BE AT RISK:

by

@ TECH SUPPORT

AAA

9:22 AM Connecting...

9:22 AM Connected. A support representative will be with you

shortly. il =
9:23 AM Support session established with

9:23 AM restarting application as Windows system

service

9:23 AM Connecting... e e

© 1 Connected. A support representatve wil bewitnyou | MEFGENCY Tech Support call immediately
shortly.

9:23 AM Connection closed. Attempting reconnection...
' 9:23 AM Application running as Windows system service

9:23 AM Support session established with

9.23 AM You have granted full permission to . TO ) )

revoke, dlick the red X on the toolbar or press Pause/Break on  byStem may have found (2) viruses that pose a serious threat
the keyboard, '+ Ci 2

9:23 AM Remote Control started by . Rootkit.Sirefef.Spy ./ Trojan.FakeAV-Download

Your personal and financial information
may not be secured.

Call us now for support

855-486-1800
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WinX DVD Ripper Platinum

5 Minutes Only! Digitize Any DVDs with Intact Videos

-
DVD Movies @

i

99-title DVDs




L N N CleanMyMac X

® Smart Scan
Cleanup

@ System Junk
Mail Attachments
© Trash Bins
Protection

A% Malware Removal
™  Privacy

Speed

tit Optimization

&’ Maintenance

Applications
& Uninstaller

¢ Updater

? P Extensions

D space Lens Welcome to CleanMyMac X
B3 Large & Old Files

Start with a nice and tHordugh scan of your Mac.
Shredder s

Scan
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o | » @9 DataViews . ] 2 Arfrever
g » @ DebugClients 589 self.__restoreMissing() & chanserv
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Theory 3: Click to Agree
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~/

Install OS X

| have read and agree to the terms of the
software license agreement.

>4

Disagree Agree

OS X El Capitan

To continue installing the software, you must agree to the terms of the software license agreement.

ENGLISH

APPLE INC.
SOFTWARE LICENSE AGREEMENT FOR OS X EL CAPITAN
For use on Apple-branded Systems

PLEASE READ THIS SOFTWARE LICENSE AGREEMENT ("LICENSE") CAREFULLY BEFORE USING THE
APPLE SOFTWARE. BY USING THE APPLE SOFTWARE, YOU ARE AGREEING TO BE BOUND BY THE
TERMS OF THIS LICENSE. IF YOU DO NOT AGREE TO THE TERMS OF THIS LICENSE, DO NOT
INSTALL AND/OR USE THE APPLE SOFTWARE AND, IF PRESENTED WITH THE OPTION TO “AGREE”
OR “DISAGREE” TO THE TERMS, CLICK “DISAGREE”. IF YOU ACQUIRED THE APPLE SOFTWARE AS
PART OF AN APPLE HARDWARE PURCHASE AND IF YOU DO NOT AGREE TO THE TERMS OF THIS

A copy of the License will be saved on your system and can be found through
About This Mac after installation. It is also posted at http://www.apple.com/legal/sla

© O

Disagree Agree










e
<« Install Zoom =

This package will run a program to
determine if the software can be installed.

To keep your computer secure, you should only run
programs or install software from a trusted source. If
you're not sure about this software’s source, click
Cancel to stop the program and the installation.

e Introducti

Cancel Continue

Zoom is the leader in modern video communications, with an
easy, reliable platform for video and audio conferencing,
messaging, and webinars across mobile, desktop, and room
systems. Visit blog.zoom.us and follow @zoom_us.




InstallS hield Wizard X
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License Agreement REtic T

\:-' Ny
.

Please read the loflowng bcense agieement carefully.

Press the PAGE DOWN key to see the 1est of the agresment,

1. Consent to E-Mad Your Contacts. As part of the mstallation process, Permissioned i
Media will access pvour MicroSolt Outlook]s] Contacts kst and send an &-mail to peisons on
your Contacts hist mviting them to download Frendiareetings of related products. By
downloadng, mstaling, accessing of using the FnendGreetings, you authorize

Fermissioned Media to access vour MicroS oftlr] Outicok(r) Contacts list and to send a
personalized e-mail message to persons on your Contact kst IFYOU DO NOT WANT US
TOACCESS YOUR CONTACT LIST AND SEND AN E-MAIL MESSAGE TO PERSONS

ON THAT LIST, DD NOT DOWNLOAD, INSTALL, ACCESS OR USE

FRIENDGREETINGS. :J

Do pou accept all the teims of the preceding Licence Agreement? |f vou chocse No, the
selup wil close. To install Fiend Greetings, you must accept this agreement.




What to do about the thing
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Actual users

o Software vs. software cases involve conflicting
expressions of user consent

e User consent was already problematic
e This just makes it more obvious
* Good software help users do what they want

e So software law should focus on users’ goals



What do users need?

Some tasks require delegation to software
Including protection from other software!
Users need access to software to do things

Users need loyalty from the software they use



What do users want?

e User choice is an essential value, but ...
e Some choices are harmful to others

e Some explicit “choices” are the result of
mistake, fraud, or coercion

e Some choices are implicit

e Click-to-agree is a bad choice architecture



Conclusion



Silent Mac update nukes dangerous
webserver installed by Zoom

Fix also requires users to confirm they want to join a Zoom conference.

DAN GOODIN -7/10/2019, 7:50 PM




What Apple got right

Users could rationally choose Zoom’s server
Most users did not actually choose it
Most users would not choose it if they knew

Automatic security updates with a System
Preference opt-out are a reasonable balance
between beneficence and respect



Questions?



