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Bone Crusher 1.0





“When virtual-world lawsuits arise, as they 
inevitably will, it will not be a sufficient answer to 
say, ‘It’s just a game.’ Nor can the wizards who 
create and maintain the worlds simply assert that 
they can do as they wish.”





“Not everyone will want to own a virtual castle in 
the future, just as not everyone today wants to 
visit Disney World, attend a NASCAR race, 
collect baseball cards, ride horses, or purchase a 
luxury handbag. But even if we think that owners 
of horses and handbags are spending money on 
things we would not purchase, we do not think of 
them as people without legal rights. Is there any 
reason we should think differently about the rights 
of those who invest time, money, and creative 
energy in virtual worlds?” 











“The idea that a domain name is a property 
interest may seem like a social fiction. But, if a 
domain name can indeed be ‘stolen,’ then perhaps 
it follows logically that a Bone Crusher mace – a 
similar artifact at the intersection of software, 
databases, and networks – should be equally 
capable of being ‘stolen.’ … But we are skeptical 
that Julian Dibbell could be prosecuted for fencing 
stolen property. … Ultima Online is styled as a 
game where Bone Crusher maces are designed to 
be stolen.”



Three big ideas

(1) Virtual worlds are real communities. 

(2) Communities need laws. 

(3) Laws must reflect (virtual) reality.



Bone Crusher 2.0





The DAO

• April 2016: The DAO begins crowdfunding for 
a democratic online venture capital fund 

• May 2016: 11,000+ investors put $150M+ of 
assets into The DAO 

• June 2016: An anonymous hacker drains $50M 
of the assets into their own account 

• Open-and-shut theft? Or are The DAO assets 
“designed to be stolen” like the Bone Crusher?



The DAO’s  
legal code

“The terms of The DAO Creation are set forth in the smart 
contract code existing on the Ethereum blockchain at 
0xbb9bc244d798123fde783fcc1c72d3bb8c189413. 
Nothing in this explanation of terms or in any other 
document or communication may modify or add any 
additional obligations or guarantees beyond those set forth 
in The DAO’s code.”



The DAO’s  
computer code



Smart contracts



Blockchains



Was the DAO hack …

• Against the rules of Ethereum? 

• Against the law? 

Are these even the same question?



The community response



Was the response …

• … justice? 

• … theft?



What would Greg say?



(1) Virtual worlds  
are real communities

• Ethereum has tens of thousands of users 

• The DAO had thousands of investors 

• $150M was at stake 

• Virtual controversies have real consequences



(2) Communities  
need laws

• The dispute is not over “rules” vs. “no rules” 

• The dispute is over which rules? 

(1) U.S. securities and computer-misuse laws? 

(2) Or The DAO smart contract?



(3) Laws must reflect 
(virtual) reality

• Maybe … 

• DAO tokens are property 

• But they are property governed by its code 

• Where does Ethereum draw the line between 
playing and cheating?



Who rules the  
virtual world?



Terms of service

• The DAO (legal) contract purported to cut off all 
legal recourse for on-blockchain actions 

• So do most virtual-world terms of service 

• Greg: “In essence, the contractual rules of the average 
virtual world are not designed as mechanisms of 
governance but as defensive measures to protect 
virtual world owners. … [I]t seems desirable to place 
limits on the contract’s ability to set governance rules, 
at least given the current shape of these agreements.”



Virtual democracy

• The hard fork to undo the DAO hack was 
supported by the vast majority of users 

• Those who disagree have their own 
blockchain: Ethereum Classic 

• It may not be entirely fair, but this is at least 
more legitimate than rule by game-god fiat 

• And it reduces the need for the SEC to step in



Conclusion








