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motivation
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• social network sites and their privacy woes

• legal perspectives:

• U.S.

• E.U.

• mine



social network sites



(1) profiles



(2) links



(3) social 
graph



social risk evaluation



if your friends jumped 
off a bridge, would you?



safety in numbers



I think we’re alone now



nobody in here 
but us chickens



you know me, 
old buddy old pal



I know how much 
this means to you



do you think I can’t see 
what you’re doing?
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social privacy harms





in search of solutions



U.S. approach:

• Notice and consent

• Self-regulation / informed consumers

• Clear, publicly posted privacy policy

• Click-to-agree terms of service



privacy policies?



technical controls?



E.U. approach

• Data protection directive

• Data subjects and data controllers

• Rights of access and correction

• Restrictions on transfers, secondary uses

• Categories of special sensitivity



Is your 
grandmother a 
data controller?



Sensitive 
information?

Age?  Check.
Sex?  Check.
Race?  Check. 

Religion?  Check.
Marital status?  Check.



A tentative suggestion

• Facebook is a tool

• Useful for some tasks

• But also predictably dangerous

• A privacy-harming service is defective

• What if its maker were held responsible?

• Remember Google Buzz?



questions and 
conversation?

for the full treatment:
Saving Facebook, 94 IOWA L. REV. 1137 (2009)

Privacy as Product Safety, 26 WIDENER L.J. 793 (2010)


