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outline

• social network sites

• social risk assessment

• social harms

• three questionable “solutions”

• conclusions



1
social network sites



what do these things 
have in commmon?



definition (boyd/Ellison)

1. profiles

2. links

3. social graph



(1) profiles



profile = identity



expressive identity



activity as 
identity



(2) links



meet new friendsters



connect with 
old ones



links = 
relationships



(3) social graph



network 
effects



communities 
for everything



conspicuous 
friending



visualizing 
networks



recap

1. profiles = identity = I

2. links = relationship = you

3. social graph = community = them



II
social risk evaluation



if your friends jumped 
off a bridge, would you?



safety in numbers



I think we’re alone now



nobody in here 
but us chickens



you know me, 
old buddy old pal



I know how much 
this means to you



do you think I can’t see 
what you’re doing?
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recap

• if your friends jumped off a bridge, would you? 

• safety in numbers

• I think we’re alone now

• nobody in here but us chickens

• you know me, old buddy, old pal

• I know how much this means to you

• cut it out!  do you think I can’t see you?



III
social privacy harms



disclosure



surveillance



instability



disagreement



spillovers



denigration



IV
“solutions”



privacy policies?



technical controls?



data ownership?



V
disquieting conclusions



motivations
=

mistakes 
=

 harms



peer-produced 
privacy violations



privacy virus



questions and 
conversation?

for the full treatment:
Saving Facebook, 94 IOWA L. REV. (forthcoming 2009)


