GENERAL DATA PROTECTION REGULATION

Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
Protection of Natural Persons with Regard to the Processing of Personal Data and on the
Free Movement of Such Data, and Repealing Directive 95/46/EC
[2016] OJ L 119/1

art. 1 – Subject-matter and objectives
(1) This Regulation lays down rules relating to the protection of natural persons
with regard to the processing of personal data and rules relating to the free
movement of personal data.
(2) This Regulation protects fundamental rights and freedoms of natural persons and in particular their right to the protection of personal data. …
art. 2 – Material scope
(1) This Regulation applies to the processing of personal data wholly or partly
by automated means and to the processing other than by automated means
of personal data which form part of a ﬁling system or are intended to form
part of a ﬁling system.
(2) This Regulation does not apply to the processing of personal data: …
(c) by a natural person in the course of a purely personal or household
activity;
(d) by competent authorities for the purposes of the prevention, investigation, detection or prosecution of criminal oﬀences or the execution
of criminal penalties, including the safeguarding against and the prevention of threats to public security. …
art. 3 – Territorial scope
(1) This Regulation applies to the processing of personal data in the context of
the activities of an establishment of a controller or a processor in the Union,
regardless of whether the processing takes place in the Union or not.
(2) This Regulation applies to the processing of personal data of data subjects
who are in the Union by a controller or processor not established in the
Union, where the processing activities are related to:
(a) the oﬀering of goods or services, irrespective of whether a payment of
the data subject is required, to such data subjects in the Union; or
(b) the monitoring of their behaviour as far as their behaviour takes place
within the Union. …
art. 4 –Deﬁnitions
For the purposes of this Regulation:
(1) personal data’ means any information relating to an identiﬁed or identiﬁable natural person (‘data subject’); an identiﬁable natural person is one
who can be identiﬁed, directly or indirectly, in particular by reference to an
identiﬁer such as a name, an identiﬁcation number, location data, an online
identiﬁer or to one or more factors speciﬁc to the physical, physiological,
genetic, mental, economic, cultural or social identity of that natural person;
(2) ’processing’ means any operation or set of operations which is performed on
personal data or on sets of personal data, whether or not by automated
means, such as collection, recording, organisation, structuring, storage,
adaptation or alteration, retrieval, consultation, use, disclosure by transmis-

sion, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction; …
(7) ‘controller’ means the natural or legal person, public authority, agency or
other body which, alone or jointly with others, determines the purposes and
means of the processing of personal data; where the purposes and means of
such processing are determined by Union or Member State law, the controller or the speciﬁc criteria for its nomination may be provided for by
Union or Member State law;
(8) ’processor’ means a natural or legal person, public authority, agency or other
body which processes personal data on behalf of the controller; …
(11) ‘consent’ of the data subject means any freely given, speciﬁc, informed and
unambiguous indication of the data subject’s wishes by which he or she, by a
statement or by a clear aﬃrmative action, signiﬁes agreement to the processing of personal data relating to him or her; …
art. 5 – Principles relating to processing of personal data
(1) Personal data shall be:
(a) processed lawfully, fairly and in a transparent manner in relation to
the data subject (‘lawfulness, fairness and transparency’);
(b) collected for speciﬁed, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes;
further processing for archiving purposes in the public interest, scientiﬁc or historical research purposes or statistical purposes shall, in
accordance with Article 89(1), not be considered to be incompatible
with the initial purposes (‘purpose limitation’);
(c) adequate, relevant and limited to what is necessary in relation to the
purposes for which they are processed (‘data minimisation’);
(d) accurate and, where necessary, kept up to date; every reasonable step
must be taken to ensure that personal data that are inaccurate, having
regard to the purposes for which they are processed, are erased or rectiﬁed without delay (‘accuracy’);
(e) kept in a form which permits identiﬁcation of data subjects for no
longer than is necessary for the purposes for which the personal data
are processed; personal data may be stored for longer periods insofar
as the personal data will be processed solely for archiving purposes in
the public interest, scientiﬁc or historical research purposes or statistical purposes in accordance with Article 89(1) … (‘storage
limitation’);
(f ) processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful
processing and against accidental loss, destruction or damage, using
appropriate technical or organisational measures (‘integrity and conﬁdentiality’).
(2) The controller shall be responsible for, and be able to demonstrate compliance with, paragraph 1 (‘accountability’).
art. 6 – Lawfulness of processing
(1) Processing shall be lawful only if and to the extent that at least one of the
following applies:

(a) the data subject has given consent to the processing of his or her personal data for one or more speciﬁc purposes;
(b) processing is necessary for the performance of a contract to which the
data subject is party or in order to take steps at the request of the data
subject prior to entering into a contract;
(c) processing is necessary for compliance with a legal obligation to
which the controller is subject;
(d) processing is necessary in order to protect the vital interests of the
data subject or of another natural person;
(e) processing is necessary for the performance of a task carried out in
the public interest or in the exercise of oﬃcial authority vested in the
controller;
(f ) processing is necessary for the purposes of the legitimate interests
pursued by the controller or by a third party, except where such interests are overridden by the interests or fundamental rights and freedoms of the data subject which require protection of personal data, in
particular where the data subject is a child.
art. 7 – Conditions for consent
(1) Where processing is based on consent, the controller shall be able to demonstrate that the data subject has consented to processing of his or her personal data.
(2) If the data subject’s consent is given in the context of a written declaration
which also concerns other matters, the request for consent shall be presented in a manner which is clearly distinguishable from the other matters, in an
intelligible and easily accessible form, using clear and plain language. …
(3) The data subject shall have the right to withdraw his or her consent at any
time. The withdrawal of consent shall not aﬀect the lawfulness of processing
based on consent before its withdrawal. Prior to giving consent, the data
subject shall be informed thereof. It shall be as easy to withdraw as to give
consent.
art. 9 – Processing of special categories of personal data
(1) Processing of personal data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade union membership, and the
processing of genetic data, biometric data for the purpose of uniquely identifying a natural person, data concerning health or data concerning a natural
person’s sex life or sexual orientation shall be prohibited.
(2) Paragraph 1 shall not apply if one of the following applies:
(a) the data subject has given explicit consent to the processing of those
personal data for one or more speciﬁed purposes, except where Union
or Member State law provide that the prohibition referred to in paragraph 1 may not be lifted by the data subject; …
(e) processing relates to personal data which are manifestly made public
by the data subject; …
(g) processing is necessary for reasons of substantial public interest, on
the basis of Union or Member State law which shall be proportionate
to the aim pursued, respect the essence of the right to data protection

and provide for suitable and speciﬁc measures to safeguard the fundamental rights and the interests of the data subject; …
art. 13 – Information to be provided where personal data are collected from
the data subject
(1) Where personal data relating to a data subject are collected from the data
subject, the controller shall, at the time when personal data are obtained,
provide the data subject with all of the following information:
(a) the identity and the contact details of the controller and, where applicable, of the controller’s representative; …
(c) the purposes of the processing for which the personal data are intended as well as the legal basis for the processing; …
(2) In addition to the information referred to in paragraph 1, the controller
shall, at the time when personal data are obtained, provide the data subject
with the following further information necessary to ensure fair and transparent processing:
(a) the period for which the personal data will be stored, or if that is not
possible, the criteria used to determine that period;
(b) the existence of the right to request from the controller access to and
rectiﬁcation or erasure of personal data or restriction of processing
concerning the data subject or to object to processing as well as the
right to data portability;
(c) where the processing is based on point (a) of Article 6(1) or point (a)
of Article 9(2), the existence of the right to withdraw consent at any
time, without aﬀecting the lawfulness of processing based on consent
before its withdrawal;
(d) the right to lodge a complaint with a supervisory authority;
(e) whether the provision of personal data is a statutory or contractual
requirement, or a requirement necessary to enter into a contract, as
well as whether the data subject is obliged to provide the personal
data and of the possible consequences of failure to provide such data;
(f ) the existence of automated decision-making, including proﬁling, referred to in Article 22(1) and (4) and, at least in those cases, meaningful information about the logic involved, as well as the signiﬁcance
and the envisaged consequences of such processing for the data subject.
(3) Where the controller intends to further process the personal data for a purpose other than that for which the personal data were collected, the controller shall provide the data subject prior to that further processing with
information on that other purpose and with any relevant further information as referred to in paragraph 2.
art. 15 – Right of access by the data subject
(1) The data subject shall have the right to obtain from the controller conﬁrmation as to whether or not personal data concerning him or her are being processed, and, where that is the case, access to the personal data and the following information:
[information analogous to categories quoted above in art. 13 and also]

(c) the recipients or categories of recipient to whom the personal data
have been or will be disclosed, in particular recipients in third countries or international organisations; …
(g) where the personal data are not collected from the data subject, any
available information as to their source;
(2) Where personal data are transferred to a third country or to an international
organisation, the data subject shall have the right to be informed of the appropriate safeguards pursuant to Article 46 relating to the transfer.
(3) The controller shall provide a copy of the personal data undergoing processing. … Where the data subject makes the request by electronic means, and
unless otherwise requested by the data subject, the information shall be
provided in a commonly used electronic form.
(4) The right to obtain a copy referred to in paragraph 3 shall not adversely affect the rights and freedoms of others.
art. 16 – Right to rectiﬁcation
The data subject shall have the right to obtain from the controller without undue
delay the rectiﬁcation of inaccurate personal data concerning him or her. …
art. 17 – Right to erasure (‘right to be forgotten’)
(1) The data subject shall have the right to obtain from the controller the erasure of personal data concerning him or her without undue delay and the
controller shall have the obligation to erase personal data without undue
delay where one of the following grounds applies:
(a) the personal data are no longer necessary in relation to the purposes
for which they were collected or otherwise processed;
(b) the data subject withdraws consent on which the processing is based
according to point (a) of Article 6(1), or point (a) of Article 9(2), and
where there is no other legal ground for the processing;
(c) the data subject objects to the processing pursuant to Article 21(1)
and there are no overriding legitimate grounds for the processing, or
the data subject objects to the processing pursuant to Article 21(2);
(d) the personal data have been unlawfully processed; …
(2) Where the controller has made the personal data public and is obliged pursuant to paragraph 1 to erase the personal data, the controller, taking account of available technology and the cost of implementation, shall take reasonable steps, including technical measures, to inform controllers which are
processing the personal data that the data subject has requested the erasure
by such controllers of any links to, or copy or replication of, those personal
data.
(3) Paragraphs 1 and 2 shall not apply to the extent that processing is necessary:
(a) for exercising the right of freedom of expression and information;
(b) for compliance with a legal obligation which requires processing by
Union or Member State law to which the controller is subject or for
the performance of a task carried out in the public interest or in the
exercise of oﬃcial authority vested in the controller;
(c) for reasons of public interest in the area of public health …

(d) for archiving purposes in the public interest, scientiﬁc or historical
research purposes or statistical purposes in accordance with Article
89(1) in so far as the right referred to in paragraph 1 is likely to render
impossible or seriously impair the achievement of the objectives of
that processing; or
(e) for the establishment, exercise or defence of legal claims.
art. 20 – Right to data portability
(1) The data subject shall have the right to receive the personal data concerning
him or her, which he or she has provided to a controller, in a structured,
commonly used and machine-readable format and have the right to transmit those data to another controller without hindrance from the controller
to which the personal data have been provided, where:
(a) the processing is based on consent pursuant to point (a) of Article 6(1)
or point (a) of Article 9(2) or on a contract pursuant to point (b) of
Article 6(1); and
(b) the processing is carried out by automated means.
(2) In exercising his or her right to data portability pursuant to paragraph 1, the
data subject shall have the right to have the personal data transmitted directly from one controller to another, where technically feasible. …s
art. 21 – Right to object
(1) The data subject shall have the right to object, on grounds relating to his or
her particular situation, at any time to processing of personal data concerning him or her which is based on point (e) or (f ) of Article 6(1), including
proﬁling based on those provisions. The controller shall no longer process
the personal data unless the controller demonstrates compelling legitimate
grounds for the processing which override the interests, rights and freedoms
of the data subject or for the establishment, exercise or defence of legal
claims. …
(3) Where the data subject objects to processing for direct marketing purposes,
the personal data shall no longer be processed for such purposes.
art. 22 – Automated individual decision-making, including proﬁling
(1) The data subject shall have the right not to be subject to a decision based
solely on automated processing, including proﬁling, which produces legal
eﬀects concerning him or her or similarly signiﬁcantly aﬀects him or her. …
art. 24 – Responsibility of the controller
(1) Taking into account the nature, scope, context and purposes of processing as
well as the risks of varying likelihood and severity for the rights and freedoms of natural persons, the controller shall implement appropriate technical and organisational measures to ensure and to be able to demonstrate
that processing is performed in accordance with this Regulation. Those
measures shall be reviewed and updated where necessary.
(2) Where proportionate in relation to processing activities, the measures referred to in paragraph 1 shall include the implementation of appropriate
data protection policies by the controller. …
art. 25 – Data protection by design and by default
(1)
Taking into account the state of the art, the cost of implementation and the
nature, scope, context and purposes of processing as well as the risks of

varying likelihood and severity for rights and freedoms of natural persons
posed by the processing, the controller shall, both at the time of the determination of the means for processing and at the time of the processing itself,
implement appropriate technical and organisational measures, such as
pseudonymisation, which are designed to implement data-protection principles, such as data minimisation, in an eﬀective manner and to integrate
the necessary safeguards into the processing in order to meet the requirements of this Regulation and protect the rights of data subjects.
(2) The controller shall implement appropriate technical and organisational
measures for ensuring that, by default, only personal data which are necessary for each speciﬁc purpose of the processing are processed. That obligation applies to the amount of personal data collected, the extent of their processing, the period of their storage and their accessibility. In particular, such
measures shall ensure that by default personal data are not made accessible
without the individual’s intervention to an indeﬁnite number of natural persons. …
art. 28 – Processor
(1) Where processing is to be carried out on behalf of a controller, the controller
shall use only processors providing suﬃcient guarantees to implement appropriate technical and organisational measures in such a manner that processing will meet the requirements of this Regulation and ensure the protection of the rights of the data subject. …
(3) Processing by a processor shall be governed by a contract or other legal act
under Union or Member State law, that is binding on the processor with
regard to the controller and that sets out the subject-matter and duration of
the processing, the nature and purpose of the processing, the type of personal data and categories of data subjects and the obligations and rights of
the controller. …
art. 32 – Security of processing
(1) Taking into account the state of the art, the costs of implementation and the
nature, scope, context and purposes of processing as well as the risk of varying likelihood and severity for the rights and freedoms of natural persons,
the controller and the processor shall implement appropriate technical and
organisational measures to ensure a level of security appropriate to the risk,
…
(3) In assessing the appropriate level of security account shall be taken in particular of the risks that are presented by processing, in particular from accidental or unlawful destruction, loss, alteration, unauthorised disclosure of,
or access to personal data transmitted, stored or otherwise processed. …
art. 33 – Notiﬁcation of a personal data breach to the supervisory authority
(1) In the case of a personal data breach, the controller shall without undue delay and, where feasible, not later than 72 hours after having become aware
of it, notify the personal data breach to the supervisory authority … unless
the personal data breach is unlikely to result in a risk to the rights and freedoms of natural persons. …
art. 34 – Communication of a personal data breach to the data subject

(1) When the personal data breach is likely to result in a high risk to the rights
and freedoms of natural persons, the controller shall communicate the personal data breach to the data subject without undue delay.
(2) The communication to the data subject referred to in paragraph 1 of this
Article shall describe in clear and plain language the nature of the personal
data breach …
art. 44 – General principle for transfers
Any transfer of personal data which are undergoing processing or are intended for
processing after transfer to a third country or to an international organisation
shall take place only if, subject to the other provisions of this Regulation, the conditions laid down in this Chapter are complied with by the controller and processor, including for onward transfers of personal data from the third country or an
international organisation to another third country or to another international
organisation. All provisions in this Chapter shall be applied in order to ensure that
the level of protection of natural persons guaranteed by this Regulation is not undermined.
art. 45 – Transfers on the basis of an adequacy decision
(1) A transfer of personal data to a third country or an international organisation may take place where the Commission has decided that the third country, a territory or one or more speciﬁed sectors within that third country, or
the international organisation in question ensures an adequate level of protection. Such a transfer shall not require any speciﬁc authorisation. …
art. 46 – Transfers subject to appropriate safeguards
(1) In the absence of a decision pursuant to Article 45(3), a controller or processor may transfer personal data to a third country or an international organisation only if the controller or processor has provided appropriate safeguards, and on condition that enforceable data subject rights and eﬀective
legal remedies for data subjects are available.
art. 48 – Transfers or disclosures not authorised by Union law
Any judgment of a court or tribunal and any decision of an administrative authority of a third country requiring a controller or processor to transfer or disclose personal data may only be recognised or enforceable in any manner if based on an
international agreement, such as a mutual legal assistance treaty, in force between
the requesting third country and the Union or a Member State, without prejudice
to other grounds for transfer pursuant to this Chapter.
art. 51 – Supervisory authority
(1) Each Member State shall provide for one or more independent public authorities to be responsible for monitoring the application of this Regulation,
in order to protect the fundamental rights and freedoms of natural persons
in relation to processing and to facilitate the free ﬂow of personal data within the Union (‘supervisory authority’). …
art 77 – Right to lodge a complaint with a supervisory authority
(1) Without prejudice to any other administrative or judicial remedy, every data
subject shall have the right to lodge a complaint with a supervisory authority, in particular in the Member State of his or her habitual residence, place
of work or place of the alleged infringement if the data subject considers

that the processing of personal data relating to him or her infringes this
Regulation. …
art. 82 – Right to compensation and liability
(1) Any person who has suﬀered material or non-material damage as a result of
an infringement of this Regulation shall have the right to receive compensation from the controller or processor for the damage suﬀered.
art. 85 – Processing and freedom of expression and information
(1) Member States shall by law reconcile the right to the protection of personal
data pursuant to this Regulation with the right to freedom of expression and
information, including processing for journalistic purposes and the purposes of academic, artistic or literary expression.
(2) For processing carried out for journalistic purposes or the purpose of academic artistic or literary expression, Member States shall provide for exemptions or derogations from [most of the provisions of the GDPR] if they are
necessary to reconcile the right to the protection of personal data with the
freedom of expression and information.
art. 89 – Safeguards and derogations relating to processing for archiving
purposes in the public interest, scientiﬁc or historical research purposes or
statistical purposes
(1) Processing for archiving purposes in the public interest, scientiﬁc or historical research purposes or statistical purposes, shall be subject to appropriate
safeguards, in accordance with this Regulation, for the rights and freedoms
of the data subject. Those safeguards shall ensure that technical and organisational measures are in place in particular in order to ensure respect for the
principle of data minimisation. Those measures may include pseudonymisation provided that those purposes can be fulﬁlled in that manner. Where
those purposes can be fulﬁlled by further processing which does not permit
or no longer permits the identiﬁcation of data subjects, those purposes shall
be fulﬁlled in that manner.
(2) Where personal data are processed for scientiﬁc or historical research purposes or statistical purposes, Union or Member State law may provide for
derogations from the rights referred to in Articles 15, 16, 18 and 21 subject
to the conditions and safeguards referred to in paragraph 1 of this Article in
so far as such rights are likely to render impossible or seriously impair the
achievement of the speciﬁc purposes, and such derogations are necessary for
the fulﬁlment of those purposes. …

